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IT RESILIENCE ARRANGEMENTS  
 

 
1. Summary 

 
1.1 Following a review of the Council’s arrangements for recovery in the event of a 

failure of, or a loss of, the IT systems within the Civic Centre, this report 
recommends an enhancement of its disaster recovery facilities.  

 
 
2. RECOMMENDATION 
 

2.1  That the Council’s IT resilience arrangements be enhanced by replacing the 
ageing hardware in the Civic Centre and migrating the older hardware to the 
disaster recovery site, to ensure an effective and timely failover in the event of 
a failure of, or loss of, the IT systems in the Civic Centre.  

 
3. Background and Discussion 

 
3.1. The Council is a Category 1 Responder under the Civil Contingencies 

Act 2004. As such, it is obligated to ensure that it maintains plans for the 
purpose of ensuring, so far as is reasonably practical, that if an 
emergency occurs, it is able to continue to perform its functions. The 
Council has been reviewing its business continuity arrangements to 
ensure it could meet these obligations. 

3.2. Significant improvements to the Council’s business continuity have been 
achieved this year such that staff are now able to work remotely in a way 
that mimics their being in the Civic Centre. Arrangements have also been 
made for virtual committee meetings. Experience over the last eight 
months has demonstrated how important these arrangements have 
been to protect services to the public and democratic decision making 
during the COVID pandemic. 

3.3. However, these arrangements rely on access to the IT systems hosted 
in the Civic Centre. A recent external audit review of the Council’s 
Disaster Recovery Plan has highlighted the need to improve the IT 
resilience arrangements in the event of a failure of, or loss of access to, 
these systems. 

3.4. The current Disaster Recovery Plan relies on a single server installed at 
a disaster recovery (DR) site away from the Civic Centre This is 
adequate for a partial failure and offers limited connectivity. However, in 
the event of a total failure of, or loss of access to, all of the Council’s 
systems, further servers would need to be purchased and installed 
before full recovery could be achieved. The recovery timeframe could 
not be guaranteed (being dependent on procurement) and the Council’s 
ability to deliver services to the public would be impacted until all the 
services were back up and running. 
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3.5. The proposal is therefore to enhance these arrangements to allow full 

systems restoration within a pre-defined timeframe. 

3.6. A number of options have been considered: 

 Do nothing – as highlighted in paragraph 3.4, this leaves the 
Council at the risk of unpredictable and extended downtime 
following a disaster recovery invocation. 

 Application Cloud Solutions – Migrating systems to a cloud 
solution may enable specific applications to run ‘in the cloud’ and 
not on site. There are two main options when considering moving 
to the cloud: 

o Hosted: A hosted solution would result in moving the 
application from a server running on site to a server 
running in a data centre in the ‘cloud’, hosted and managed 
by the vendor. It would be the vendor’s responsibility to 
mitigate a major loss of service in the event of a disaster. 
The time to recovery would be as dictated by the vendor 
as part of the hosting service. This would not remove the 
need for in-house IT technical and system skills in running, 
configuring, patching and upgrading the applications. It 
simply removes the need for hardware on site and an 
associated disaster recovery plan. 

o Software as a Solution: This service would enhance the 
above hosted solution by the vendor taking responsibility 
for upgrading and patching the solution. 

The Council’s IT Strategy is to consider cloud solutions first and 
over a period of time, more systems may move to the cloud in one 
form or another. There is currently an ongoing project to migrate 
from the on-site version of the housing system to the ‘Software as 
a Solution’ version, however,  this is unlikely to be live much 
before the beginning of 2022 and in the meantime, recovery 
arrangements are required for the legacy system. Additionally, 
the Council is also planning to migrate to the Office 365 version 
of the Microsoft Suite which is effectively again ‘Software as a 
Solution’. However, it is unlikely that all services could ever be 
hosted in the ‘cloud’ and so there will always be some form of 
onsite recovery arrangements and associated hardware required. 

 Joint Arrangement – Kent Connects has previously looked at the 
option of Kent authorities joining up on their disaster recovery 
arrangements. However, there was very little appetite for this due 
to the complexity of each authority having different hardware and 
systems. 

 Hardware Quick Ship – The Council could contract for delivery of 
the required hardware with a partner. In the event of the failure of, 
or loss of access to, the systems, the partner would arrange for 
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shipment to the Council’s designated DR site of the required 
equipment which would then be connected to the network and the 
recovery process initiated. The cost of this service over the longer 
term would likely exceed the cost of the recommended solution 
as it would also require the replacement of the existing server and 
associated equipment due to their age. 

 Increase Disaster Recovery Site Capabilities: This would provide 
the most effective solution and would allow for a timely and 
predictable disaster recovery plan with no reliance on external 
factors. The Council would replace all of the ageing hardware 
currently in the Civic Centre with new hardware and migrate the 
older servers and associated equipment to the DR site to mirror 
the operational configuration and provide a full disaster recovery 
solution. 

3.7. The recommended solution is therefore to enhance the IT facilities to 
mirror the operational configuration in the Civic Centre at the DR site and 
to ensure adequate failover in the event of the failure of, or the loss of 
access to, the systems hosted in the Civic Centre. This would ensure 
that services to the public would suffer minimum disruption. 

 
4. Relationship to the Corporate Plan 
 

A Council Performing Strongly:  
PS1 Deliver high quality services, offering value for money and 
demonstrating a culture of continuous improvement. 

 
5. Financial, legal, staffing and other implications and risk assessments* 
 

Financial Implications The cost of the proposal is anticipated to be in 
the region of £300k. This will be funded from EU 
Transition funding aimed at supporting business 
continuity arrangements.  

Legal Implications The Council as Category 1 Responder as 
defined in the Civic Contingencies Act 2004 is 
obligated to ensure that it maintains plans for 
the purpose of ensuring, so far as is reasonably 
practical, that if an emergency occurs, it is able 
to continue to perform its functions. 

Staffing Implications There is sufficient capacity within the IT team to 
implement this proposal 

Administrative 
Implications 

None  

Risk Assessment If the Council choses to do nothing, then in the 
event of a failure of, or loss of, its systems, 
services to the public could be disrupted for an 
undefined period of time which would inevitably 
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have a negative impact on the Council’s 
reputation and its ability to serve its population.  

A recent external audit review has highlighted 
weaknesses within the Council’s current IT 
disaster recovery arrangements. If no action is 
taken to address this, this would become a risk 
within the Council’s Annual Governance 
Statement. This would then be reflected in the 
Internal Auditors’ annual review of the 
effectiveness of the Council’s internal control 
arrangements and also would be considered as 
part of the External Auditors’ annual conclusion. 

  
6. Details of Exempt Information Category 
 
 Not applicable 
 
7. Appendices 
 

None 
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